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Technology is constantly advancing, bringing with it additional safeguarding considerations.  

An online safety policy is necessary to safeguard all electronic communications between the 

church and children/young people (those under 18 years of age) recognising the merging  

between online and offline worlds and the distinctiveness and difficulties within faith-based 

organisations of defining clear boundaries for everyone.  

 

This online safety policy sets out the roles, responsibilities and procedures for the acceptable,  

safe and responsible use of online technologies for adults and children within this church 

congregation, including the use of mobile phones, computers and other electronic devices.  

 

It explains what will happen in the event of unacceptable use of these technologies and details the 

support that will be provided to support children, parents and others in the safe and responsible 

use of these technologies beyond the church. 

 

The term “workers” here describes any paid employees, minister(s) or any unpaid volunteers.  

Why we have a policy 
The use of the Internet and mobile devices has become an integral part of church and home life. 

There are always going to be risks to using any form of communication which lies within the public 

domain. It is therefore imperative that there are clear rules, procedures and guidelines to 

minimise these risks and especially when children use these technologies.  

 

This policy cross-references with our Data Privacy Statement. 

 

It is also important that workers and church members are clear about appropriate procedures so 

that they are safeguarded from misunderstandings or allegations through a lack of knowledge of 

potential risks. 

  

This church acknowledges that whilst we will endeavour to safeguard against all risks, we may not 

be able to completely eliminate them. Any incidents that may arise will be dealt with quickly and 

according to policy to ensure that children are best protected. 

 

Policy Aims  
• to ensure the safeguarding of children within and beyond church by raising awareness of 

appropriate and acceptable uses of online technologies 

• to outline the roles and responsibilities of everyone involved 

• to have clarity about procedures following the misuse of any online technologies 

• to work with parents / carers and to maintain a continued awareness of both the benefits 

and potential issues of online technologies 

 

 

Introduction 
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Our commitment to online safety 
We will equip children with the skills and knowledge that they need to use the technology in this 

church safely and responsibly, and to manage the possible risks. We will also ensure that they are 

aware of where they can go to get help, apart from trusted adults, if they are uncomfortable with 

anything in the digital world.  We recognise that children and young people also receive education 

on online safety at school. 

 

Children and Young People are expected to make appropriate and safe use of electronic 

communication (devices) 

 

When using a computer or electronic device with internet access at this church, children will be 

made aware of what is acceptable usage and will agree not to: 

  

• search for and/or enter pornographic, violent, racist or hate-motivated websites 

• download, forward-on, copy or burn onto CD any music, images or movies from 

the Internet where permission has not been granted by the copyright holders  

• disclose any personal information e.g. addresses (postal, email or messenger), telephone 

numbers, bank details, including personal information about another person 

• send or display offensive messages or pictures 

• deliberately browse, download, upload or forward material that could be considered 

offensive or illegal 

• use obscene language 

• violate copyright laws  

• trespass in folders, work or files belonging to others  

• retrieve, send, copy or display offensive messages or pictures   

• harass, insult, bully or attack others 

• damage computers, computer systems or computer networks 

• use another user’s password 

• use computers for unapproved commercial purposes 

Sanctions: 
• violations of the above rules will result in a temporary or permanent ban on Internet use 

• further action may be taken such as informing parents / carers 

• when applicable, police or local authorities may be informed 

 

Appendix C1 has an example of expectations that children/young people and/or parents/carers 

could be asked to sign. 

 

We will make appropriate use of any photographic images and/or video footage taken during 

church activities. 

 

Clear guidelines will be operated as follows: 

 

• permission will be sought from parents / carers before any images are taken and/or 

displayed. Images will only be used for the specific purpose agreed by the person giving 

consent 

• written consent will specify what purposes the image will be used for, and how it will be 

stored. For instance, if the intention is to use an image on the church website or other 

forms of publicity, this will be clearly stated at the time that consent is sought 
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• further written consent will be sought if images are to be used in ways other than 

originally specified  

• if children object, even if parents / carers have agreed, their wishes will be respected 

• photographs that include children will be selected carefully and will not enable individual 

children to be clearly identified unless the children and their parents/carers specifically 

agree to that 

• children’s full names and/or other details will not be used anywhere in association with 

photographs or other media  

• when using photographs of children, group pictures will be used wherever possible 

• any use of images will reflect the diversity of age, ethnicity and gender of the activity 

where this is possible 

• workers and church members may use their personal mobiles to take photographs of 

children when appropriate on the agreed understanding of how the images will be used, 

stored and when they will be deleted, within the scope of any written consents given.   

• workers and church members will be made aware of potential safeguarding issues 

regarding the use of mobile phones to take or share photographs (e.g. it is too easy to 

share photos on social media; children may be the subject of a safeguarding issue we are 

unaware of, or be looked-after, adopted or fostered, or there may be other instances why 

this may be inappropriate). 

We will ensure that appropriate safeguards are in place  

• To ensure that unwanted and unsolicited information, viruses and other malware do not 

intrude on the use of digital technology, we will ensure all appropriate and reasonable 

steps are taken to protect computers and the users of them. 

 

We will respond appropriately and sensitively to all online safety concerns 

In the event of concern that there may be an online safety incident, this will be reported to the 

church’s designated Safeguarding Co-ordinator in the same manner as the reporting of any other 

safeguarding concern. The Safeguarding Co-ordinator will then determine if the matter should be 

reported to the statutory authorities or other appropriate agencies, including CEOP or the 

Internet Watch Foundation. In case of the church’s designated Safeguarding Co-ordinator not 

being available, the matter needs to be reported to the Synod Safeguarding Officer.  

 

We will not operate direct, personal digital communications with children and young people nor 

will we use social media with our children or young people 
 

We will make appropriate use of mobile phones where they are needed.  

Not every child or young person has the use of a mobile phone and, even if they do, parents  

may not want a worker to have the number. Workers will therefore have alternative means  

of communication and will ensure that communication goes through parents if this is their 

preference.   We will not use Chat & Messenger Services with the children in our care.  All 

communications with the children will be direct verbal communications, or communication with 

their parents.  

 

Mobile phones should only be used where necessary and will be guided by the following 

considerations: 

• workers will not give out their personal mobile number to children  

• workers will enable a password/lock on all devices to ensure data protection and will 

prevent unauthorised access being gained   
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Sanctions  
Workers will be made aware that not complying with any of the above will incur sanctions,  

which could include suspension or dismissal and referral to appropriate authorities. 

 

Appendix C2 has an example of an Acceptable Use Policy that workers could be asked to sign. 

We will store data securely 
There are a variety of ways that data can be stored. Where data of any form about children is 

stored, this will be encrypted and in general be stored on the Safeguarding Coordinator’s personal 

computer or the Junior Church Leaders’ personal computers. Where it is necessary for data to be 

transported, memory sticks will be purchased for workers so that there is a separation between 

personal and church information. Any personal data on memory sticks must be password-

protected and ideally encrypted so as to protect the data should the memory stick be lost or 

stolen. 
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Children and young people agree to the following expectations for responsible use of technology: 

  

• Where using a social media platform I will use only use my own login and password which 

will be kept secret 

• I will not deliberately browse, download or forward material that could be considered to 

be offensive or illegal, for instance pornographic, violent, racist or hate-motivated material 

• I understand that I must not bring software into the church/organisation without 

permission 

• I understand that I must not violate copyright laws 

• I am responsible for email that I send and for contacts I make. I will only send messages 

which are polite, appropriate and free from unsuitable language.  

• I will not send any attachments which are hurtful, abusive or offensive  

• If I receive anything, see anything or come across a website which may be unsuitable or 

makes me feel uncomfortable I will immediately tell a responsible person [name/title of 

worker], or report it to The Child Exploitation and Online Protection Centre (CEOP) or the 

Internet Watch Foundation 

• I understand that I must never give my home address, phone number, send photos, give 

out personal information, or arrange to meet someone who contacts me over the Internet 

• I will not send anonymous messages and I know that chain letters are not permitted.  

• I understand that any youth and children’s workers or other members of the congregation 

are not allowed to accept friend requests via social media platforms 

• I understand that if I deliberately break these rules, I will not be allowed to use the 

Internet at church and that my parents / carers will be informed 

 

 

 

Signed    

 

 

Name [Print]     

 

 

Countersigned by parent/carer  _____________________________ 

 

 

Name (print) _________________________________ 

 

 

Dated      

 

 Appendix C1 
Child Agreement 
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Adults agree to the following expectations for responsible use of technology: 

 

To ensure that all adults are aware of their responsibilities when using any online technologies, 

they are asked to sign their agreement to specific Acceptable Use Rules. This is both to provide an 

example to children regarding safe and responsible use and as a safeguard from any potential 

allegations or inadvertent personal misuse.  

 

These rules apply to all online usage and to anything that may be downloaded or printed.  

 

General:  
• I have been given a copy of the church online safety policy to refer to for all online safety 

procedures I should follow  

• I know who the church Safeguarding Co-ordinator is 

• I will only use church equipment in an appropriate manner and for professional uses  

(nb if portable equipment is taken home, I will ensure my home insurance covers this)  

• I will adhere to copyright and intellectual property rights   

• I will take measures or seek advice to prevent the introduction of viruses to the network.  

• I will ensure that all devices, including memory sticks, containing information about children 

are password protected and that I keep my password secure 

• I will report any accidental misuse  

• I will report any incidents of concern to the church Safeguarding Co-ordinator 

 

Photographs & video:  
I know that: 

• all images should be appropriate and beyond first names not reveal any personal information 

about children if uploaded to the Internet. Images should only be uploaded with permission 

from the parent / carer, as well as the child involved 

• written permission must be obtained from parents/carers for photos of children to be taken 

and it will be clear how the images will be used 

 

Communication & Social Networking:  
• I will ensure all messages are written carefully and politely 

• I will not keep communications secret from those in the church to whom I am accountable 

• I will not communicate with children online without consent from a parent / carer 

 Appendix C2 
Worker Agreement 
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• I realise that I am putting myself at risk of misinterpretation and allegation should I contact 

children via any systems other than those agreed 

• I will not accept or request the ‘friendship’ of children/young people via social media 

platforms 

• I understand the value of setting my ‘Privacy’ settings appropriately on any social  

networking site  

• I will keep a record of any online communication with a child 

• I will not publish, post or release information that is considered confidential by the church,  

a young person or anyone else 

 

I have read, understood and agree with the online safety policy and the rules specified above and 

understand my responsibilities regarding safeguarding children when using online technologies.  

 

I also understand that if I fail to follow agreed procedure there will be sanctions that could lead to 

my being suspended or dismissed, once appropriate procedures have been followed. 

 

 

Signed   

 

 

Print Name_______________________________________________________________ 

 

 

Dated      

 

 

 


